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ILLEGAL SOFTWARE USER, COMPUTER SYSTEM HAVING HARDWARE DETECTION CHIP THEREOF AND A 

SOFTWARE: REGISTRATION CENTER ) 

A .software copyright protection system, 
method,;, chip and peripheral subsystem are 
provided;. ;)In one aspect of the system and method, 
a smart security -ID ("SID") integrated circuit 
("IC") is used for registering a legal user ID. 
The SID IC can work as a hardware serial number 
(S/N) built-in module and is combined with a soft 
S/N to protect the intelligent property ("IP") of 
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C^tmzm- SYSTEM, METHOD AND CHIP FOR HARDWARE DETECTION OF 
ILLEGAL SOFTWARE USER, COMPUTER SYSTEM HAVING HARDWARE DETECTION CHIP THEREOF AND A 
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the software. The hardware S/N built-in module 
can also inform the software producer when any 
illegal user is trying to register the software. 
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a^-ffr^F4^#^te.'!f. !t(Dynamic Random Access 
Memory, "DRAM") • & t # 4f # 12. -It 4t 1 1 2 -T & - TA i Z 
•It It ( F 1 a s h memory) - — "=r#.R&"»T^5^ a £!f£e. , ltlt * i& 

- »T € *t #. & A it 'It- IS • ffij it tfl 42 f 'J it ©10 4^ 

- & it m t -T & — #9 -fr © tSt -flt 0 ffij *b it # 4l 

*W t ' -fit $ & # ^ it if 
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i - (11) 

if #- % 1 ffl ' * t # # ^ 1S| f S^102 # - t ffl i ; ^ 

!&S / N ^ It . £ & & m &l & % % m i$ s&l 0 2 - B'J # 
jL ^ i£ • & & & m & & £ m n s&l 0 2 » 14 -5T frl ^ 
* € JOB -t 4r «. * ' &m&^ft^S/n?&ftlfr%frmi&% 

ag- 1 0 2 t ' £ A i. — *8r i ( ^ - it fa fr] + • *t 4& 4. 

^ -tt. tSt & 1 ) 0 tf S& ^ # 4 BJ f£ m ' *t#4ffi#.*fr7F<fit 

s& 1 0 2 > 4 /9r « # 4: *^ 4 ^cd 4: ft ° ^^i^cd^L^Jb 
1 ' m m. A it SL % #i ft • ^ ^ . ^ ^ 4 3| c d 4l tt. 0 - U'J *I 
£ * it $l ft ' t 4 gp i ptl . ah ,tb £ «|cd ^ t& ^ ' S£ t£ 
W *» T ° 

& it m ^ ik m # & it f<, ^ # & + ' p£ t -L & 

It 4 1 0 0 *b ' Jt & — *f o°a si flfr t •« 1 1 4 ' * ^ — % 
#4116 • ilb*rJL*ttfl9- + '«114^^A5im4S*I^«104 

flft ' ffii *t i& J$ ^ J-X itS. & — Jg 2g- ^ © -jr f& # • ffij & 

% -to iS # ^ t ' ^" 5 T^ — &Miffiftfc*fla&.-fr«jHr# 1 — 

0 ° 0 !i f t '^l u i| ^ # it f # * • ^ # - it # 

t • *t #r J. o°o ti m * ^ 1 1 4 Jt n # It *l & ft $ #. 

1 1 8 4s it it ' -r 5. 4@ # in w # > *-j*»#sa.a^r«-^4L4fcit 

•ft ^ T ' ^Tit#t#^#it • 
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i » fttRVLW (12) 

tf $- SR' 2 B) ' #f £ A i£ flFJ- t 1 1 4 4l tf £ | 

116 t/*r##4f ttih4L-*J • *t"t#^116*^«.*t # 
t *h to ° #-**l-fe.&^*:ftjRs5kj^«,«| - #. ft fit » it 
VlikffiJf'%iM£Lffi:£. 0 *f J. °o ii t t <o 1 1 4 it it tfl 
|£*l'frfl&l04|*1SJ®ifc# ' #r£&tfc#***114#&j|!fe*ttl 
i£ 78} & M. 1 1 8 it *£ • 

# # ttsw -£.««jL&j&&*4ti£/f & ' it ia it m « * -J 

^©104 • fitS/N » — iim«t«^StSl J-X 

^^i^cdHfrlAtif t -^114 • itb ii m 1& # >^ ffe S 1 

^rffl«#ft$*bf;j§8^/^fit > — j& a& -r • ^ ii. m ^ $ <j -fr © 

1 0 4 & - m 38- -fr © tit # ' S'J itb ii tfl tS: 4» ft fit S 1 — %L jk 

1tfcW'¥&m%r-fr*-fr%L* ft & & fa it # «fe #.J t ' i£ 

it tfl ^ f J © 1 0 4 - & & & 8§ s& -ft- © ' Jt'j & & & «g s& 
-f ff- %t • ©^^LiitfL^f»J'fh®104^ — ^ 5t to & M, ' 
H'J »T & itb ^ J*. £ >t£L & t ffi ttfc A. ii tfl 4$ #-J ^> 3o 1 0 4 ^_ # fit 

% % ° # « • AiitfLtst^^stsi^-sr^A^tw*^^^ 
fit ° 

Jfc It # fitS / N * & ^^f #^116 4Lft-,tf #M 
t ' 9A m -kb it >ft *r ffl It t£ flfj- ig. • itb flfr m tL & 
i lr I A Ii f t «a 1 1 4 4fc & It S W it %l - <j& ft M at /§] ft 
fll ' JfrJfcftaiiftTaf'ftfl* • i^|5]#^*.-^4fclt^^S/N » ii 
m tst ft ;f $L S 1 a A i. 4$ c d ' 4H#^t — #r # W + • ii 

5fc&*t*8t-£J5&l ' ft >£. — ^ m # 4l ^ m ° 
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t ' it m tit m sts i * m **- itt w & t ^ it m tk & % m 

flfc ' i a° 0 a t t 1 1 4 t # ^ i ^ ^ i ^icd -t t ti a " 

4* It S. 1 0 0 t4i*8r£*»|cd4LflLtBtJt&0 ° *° Jfr flf it ' # 4& ffi 

# $k ft > a ^ t ^ it it i ^ t ^ ^ 

«8- 1 0 2 ' £*5cd4L4i. • ig^i^cd^te-^l > ft'J *b 

^ ^ t £ 1 1 ft ' ^ *8t i c d ^ <t Xk o » m itt m A * it 
ft ' t a sp m m o 

%3®&if;^%tW-- &L ik ^ t& iH t ^ - 4$ m ffi % m 
^ f ^ {| ;1'J # * t H t A ^ >£■ ^ >ft *! U • H" & ' tf 

# ^ 4& It $ 3r & • itffl^^l^m^TF^-^M. • *t % 

®L%c%tM%r%-$L&Pf- &S/N ^ ftSW ^ It ^ - € J® 

' <a ai ^ ^ ^ # * t ffl 4i ^ f& - ffj jtb * # <* si # * 4& it 

fc>^J9&l&4L|til00&te — ^^#*tifc€«£102& — jl i& tn 

«t # ^ sfe s l 4l it m is f -j -fh © i o 4 • >?iijt|^tJl&#*^ 

Tfr**£U64L#f£,&t£flfr*'Oll4 o ^ j:b ^ ft . — it # ^ 

*W t ' It ""T & ft - # It $L ifc ]8f & t/L 1 1 8 • £■ t jtb t 3$ # 
it s& It 4 1 0 0 ' Jittff t«Jll4itM ' #f J. o°a tt m t 

.o 1 1 4 # A It M it iSj & ft 1 1 8 it & o t#>*116*#^tt 
t f *f & ' |2 1 ^ ^ » # — ^ jf4 4 — ^ jfr & j$ — 

It Jl i£ i$ ^ 4* - - — iiWtt^^StJXA — *8t 

*» T #r it : 
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t % m & It & ftSW Q$ • % m ^ &■ It Pf- !£S/N - ^ ft A 
SW*#*fr4fcft#StS/N.£iiifl*t'f»100 • *t a£ # jj& ft s ; W |* ^ ' 
tfL t& i& 1 0 0 ^ ^ t f sg-102 & it it tfL t£ # 1 0 0 * 

& % ~~ £ ffi i& « 8'J # It SW # _iL & & 3$. # • & 

&ftSWit#jLiimt&m00^^f^#ft$'tS&102 > Ft'J m & it 
ft J-X T # ^ ° 

/£ £ ^ £. ^ * i i - *4fl|cd ( & 4£ t& & 1 ) ii &c ffr 
it tfL t£ # 1 0 0 • ^*frj|fctt^SfcS/N > ittfLtSL#100^-iitfL 
tst flt >f 3fc S 1 a 1 t ^Icd i t I 0 °a ft # t <^ 1 1 4 ° 

Hrl oo ti # t •csll4J»|feflt^SfeS/N>SLiatfltSt'fl|^5fe 
SI ' ^*rl J&af t <ill4 4 f #4116 ^tl:- f 

4& HSW iS^.-^lt$iii:l^^^ ' tt^tfilil^^ • it 
R0#*&#.*L4fc*t/fStS/N * it tfL ik it /f ife S 1 J-X A & £ J$ 
cd • M # ^ ~ #r <Mj t # Ma * • *ta$Jt&;&i£M5.#:lt$li£ 
j$j & & 1 1 8 - it *j- * *p t& % m & - # * ffl * • 

t ' ^itmtSt^3^^Sl^FfSJ^t^^--MW#^i.t^t^ittfL 

m Pf- %t ' JI»J#r^.J&ttfl8-t-«114^#|#*.4L*et*^cd4L 
tt. t!t & 0 it jtb it # 5. it tfL ik fit 1 0 0 • it >lf it tfL ik -ft 1 0 0 
t^_^4^cd4L<S.tS:^0 • itb a^ H & ^ it & j. jj& ft Ht it IS 
% ft 1 1 8 • it*fr&**ei*«W* — -a-afe-tefll* ° 
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S W ^ «. ^. P R ^ 3" 0 # 12 t J38 *t « A p r ' m m. A p r IP 

^ I. t 4- t ^ ^1 f ^102 • ^i^i^cd^fi : 
f <|cd 4: t ^1 • M'J m A P R # SL t $k ft 1 & *k & 0,cd *L 

# ^ ft ' # ^. $'J *r £ o°a ti flfr t ^ 3- >& % m. m - m ft 
© - - & $l m. & m & - m - ± $l & hl % m> & t ^ - ■ 

it jR. it & & t£ ft e, m. ft w ^e. i% #r >i. * tt flfr t <^ ° 

0 m & w e, u - *t & t 1 w a ft ±. ' & * it # m 

tX BL ^ ^ # 93 • *T ft f ifcb ft # * ' >£. * ffi m ^ # 

# & ffl ' # # #- ^ Jl * ffl ^ ' S lib ^ ^ 8^ ^ 




%\ m ft *r as & &Bft-#Likitfc w — 

*2 B ft ^ * 4 ffl *1 B t 4l * # £ ffr # m t n- % 

UL t #r M. tt flfr t «a 4i W # 4 t J^r It # ^ f *f la. ; 

^3 n ft #fr 7F & m. * # «yj - a & ^ 3l - m m m % 

^ t ^1 Jl'J # * t ^ t A ^ * ^ 7F t I J A 

# 4 si ft # ^ 03 ^ # ^ — #& * n ^ & m # $k ft 
t i ^ t ^ ^ # 
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M tz tfc 91 
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1 0 0 

1 0 2 

1 04 

1 0 6 

1 0 8 

1 1 0 
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1 1 4 
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1 1 8 
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% m t$ j& 
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ft & H S3 

^cL ^Hl 

is # ^ 

IE # 41- «l± te. 

#r M. A ti flfr t 

* #4 J$- 

14 U ^ 1$ 



!• - \ 
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1 . - 2fc A ffl ^ It 4k # >*■ 4fc ft a A. ^ & J& ' it ffl ^ £ 

-^J$^3t&^^*#--&ft/fMi^~#.lt ' II & tL ^ 

- & tit m 1ft € ' * ffl «■ «£. 1£ t J3S» *. II it » 
<Ht # H jfefc ft # 3fe ' Jl*pift>t4.-*8ti«l : ^ ^- 

— it tfL ^ # 'J ^ © ' * # — it tfL tit <f ^ Sfe ' ffl « i4 & 

%Pa % $t m % — #r £ t£ flfr t •« ' S*rl °° aft 

# n it # st n i£ .si tTL «t # ^ at - n *f « *st £ ' * 

t ' f fit ffi t II I: f 4: g ^ . i| m. A it ft hk & H *fr 

& m - # II *Sf & ' # >£. - ^ & «. ffl * if*. & B ^ ' ft'J & & it 
JL t $k ft ' 3£tt*fr*J*4*H3L — ^^flLffiffcrn"* • Jl'j H a 

2 . 4° t If * #1 fe. S $1 ^414:1 ffi £ # #f ift « ag- * 

- ]f # # • tf#4&ittif^.tEL ' & t # & «L f J II 

# ft # St H t£ ii tfL tffc # # ML • ffl « & II # t ** & it -ft tt 

# ' *-&«#j|4* + *t*tti»Jlittlfe«t^afeli«ii«itst it 

^t#[^^f#^ . jt»J#rJ|f*fr,!&^tt&###5fe#l&iiiR, ^ 

# # fit - If & ' ii f& ft- & II W # * t ' It #f H 4& £ ^ 
II ^ ft * Hfc & • 
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9 . *P*tit**i$im%i*RftTtiL*.j&m&&mmv3£ - r m 



& m # * 



i ^ & % & - % t t£ & & m n % & & & • 



- & & St if ' -It 

J* « ' *r £ *t t£ 4 ^ ; 



- m u ^ n % m & & 



- # # # *± *& -it 

i& *k 0j ; a a 

# & #1 IS > 



' Is II J'j t t 4 s S ' ffl a #t # 



$'J t£ # # # 'i± te. -it us. n n 



it tfl ^ f'J 
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© # iH f'J 
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fi 
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#'J 




^ « *I # 








ft 


7v 


60 



$ 9 m m iJL ^ m % & m n % 



ig. a °& n %z 

ii. ^ tf * m n. 

^ »J # ft ^ #j & &t ' * t IS is H 

i*- s£ °£ if t a -it 



# 9 m m ^ M ffl ^ ^ Ift « as- 

a — t * <i± #. 



12. *» * tfr * la 



9 ^ i| -t 1 ffl £ 1& € 



*. « as) # 



13. t 

*. ift *I # * 

# 9t i& 1ft *t • 

14. -k° ^ 

*. « £'J # >& 

# Jfr % e, -it 



^ & % &l ' & t t£ te. -it ft & — 4fc W te. 'it 

*i $& # 9 m idt m m % % m m « as- 

>v . ^. t ta -It it & — # S fit 



i& a %9 3% m & m m % $t m € as- 

^ 60 & ft > & t « t& 'Ifc I! & — 5fc H 
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15. -to t If *'J fe. SI $ 9 ijt m i& ^ ^ ffl £ |$ t 3& A 

*. « «J # ft ft ^ ^ *t ' & t II # # # <f± fa -It ft & . 

^ ^ a ^ «l ^ id t ft ° 

*. <fc # * *fc IS ft >^ # & & • ^ t t # # f <f± fa 

^r^'f±#.^^r^^,^tf ia -it ft • 

#. ^ m # ij& It M A* #> % *t ' & t I # # # 'ft IE. ft It & - 

•Ifc W fa -I* It » 

is. *> t tt # *j n ® $ i ji m * ^ m m % & m n % n- 

^ # 4& ft ^ #J Jfc «, ' & * i% % ffi i& % 3& tL ft ■ 

- 4Bt £ S ii > ffl a ^ s| f |§ ^ f II t H • £ £ 
H *8t £ ^ ; 

- # # # & is -It It ' fe & i>J tt * 4. a n • « a #t # 
t£ *fr 4 ; j-^ 



- «(t ft # *t « *!l it 



n H # # # 4± fa -it It * H 



it m ^ I'J ^ ® ' « a m fl fa i. zsb # it f J H * it ffl. 4£ * 'J ft 

© # i§ f J II *f £ oo ti A8- t ° 

19. - *fe a a a £ ' it ft ft- - <ft ftl # * *fe ft ft ^ ^ & « 

jfcfcjfci4«;^-«***t*&tf*:fr-*fcfi/£*fe4:.--4fc 



II a B a # & # : 



JL £. 



- «t £ Jl H • ««^««***«*fefta* ' 

il *fc 4 ^ ; 

- # # # -i± ta 'it it - & $'j ii m. A is. n • ffl a « # 
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f II f ^ * f t It ^ ' # t* 4fc ft 3fc • it «■ ill 
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It m ^ ^ ^ * ' & *tt#r£&t£flfr + '«i£&i'l--jfc*!SL 

Hi ^ *l • # il *4 J. o° D ti A5- t »o $l it 4fe It /?■ ft H il it m 

fx#^ftJt^fll^i^^H^*^ffl S *r ' it ^ D II 

& It $L it 7£ ^ II It ft 6»tt#^«*ri o°a ttf t o 

2 9. ' *» t if ^f. |g, S ^ 2 6 JJI m s& 4l m ffl «. ft ik *J * 
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4 . tKf#4fc^^it ft t *4 & ' t # ^ & $■] II It It 

St#tttiim«t«^ata?- - « a H II # f # M it ft tb • 

>i!L t f # 4 tai>J*lttt^Stift*il m t& ft /f ffe a £'J 

ii # ft m ^ in • 

3 0. *»f1fr##'Jl6H#26#mi£4Li&/IJ;ftftft ft} # * 

it it m ^ 4l >$- * ' *t#tt*et4«ijiitt«j«/st*^r4Lii.tii 
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